Workplace Security Inspection
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WORKPLACE SECURITY INSPECTION CHECKLIST / SECURITY RISK ASSESSMENT FORM

	WORKPLACE NAME:
	

	ADDRESS:
	

	SERVICE:
	

	CARE GROUP
	

	PERSON COMPLETING ASSESSMENT:
	

	DATE OF ASSESSMENT:
	


INTRODUCTION 

It is the policy of the Trust that formal regular (every 2 years or sooner) premises security inspections / security risk assessments will be carried out by Managers, to comply with the minimum standards under the Workplace Regulations and Health and Safety at Work Act for all areas where Trust staff are based. All managers will complete the security review / risk assessment for areas under their control, and if required create an action plan of work to be carried out. The manager is responsible for the completion of the tasks within the action plan. 
	SITE ENVIRONMENT 

	Question
	(
	(
	Further action:
	
	Question
	(
	(
	Further action:

	1. Are premises externally sufficiently well lit?


	
	
	
	
	4. Is there adequate parking?

Do staff and others feel safe and secure whilst going to and from car park to workplace?
	
	
	

	2. Do premises have CCTV and who controls requests for release of recordings?


	
	
	
	
	5. Has the building manager made contact with local police/PCSO in relation to security incidents in the past?
	
	
	

	3. Is there adequate perimeter control, allowing persons accessing site to be seen?
	
	
	
	
	
	
	
	

	ACCESS CONTROL EXTERNAL 

	Question
	(
	(
	Further action:
	
	Question
	(
	(
	Further action:

	6. Is there a building manager nominated?

	
	
	
	
	9. Is a record kept of persons who hold external door keys / fobs / codes?
	
	
	

	7. Does the building have a local security process in place and are all staff locally inducted and records of training kept?
	
	
	
	
	10. Does the building have a booking in and out process?
	
	
	

	8. Do local police/PCSO know what the premises are used for?


	
	
	
	
	
	
	
	

	INTERNAL PROCESSES 

	Question
	(
	(
	Further action:
	
	Question
	(
	(
	Further action:

	11. Is there a record kept of all staff/Service users who have internal keys / Fobs / Code?


	
	
	
	
	18. Are all staff/Service users made aware not to allow anyone access that does not have identification and that they do not readily recognise?


	
	
	

	12. Do Staff occupying building / offices carry out Handover / Takeover of property?


	
	
	
	
	19. Do all staff have somewhere lockable to put their personal possessions?


	
	
	

	13. Have all staff been made aware of the lone working process and lone working policy? Are records kept?


	
	
	
	
	20. Are external agencies that use the building / meeting rooms given security brief on how to leave room / building at end of business?
	
	
	

	14. Do all staff carry Trust Identity whilst on duty?


	
	
	
	
	21. Where buildings are fitted with access buzzers / video / phones are staff who give access suitably trained and records kept
	
	
	

	15. Where the building has a key cabinet, is the cabinet locked and are staff made aware of key location?
	
	
	
	
	22. Are all patient / staff identifiable documents kept in locked cabinets or rooms?
	
	
	

	16. Do all staff fill out incident reports for security issues?
	
	
	
	
	23. Do staff / service users have any security concerns?


	
	
	

	17. Are all staff aware of what the lockdown process is?

	
	
	
	
	24. Are all staff aware of the emergency planning process/policy?


	
	
	

	MANAGEMENT OF VIOLENCE 

	Question
	(
	(
	Further action:
	
	Question
	(
	(
	Further action:

	25. Can all service users in communal areas be easily observed by staff without being obtrusive and maintaining some privacy?
	
	
	
	
	34. Are all staff aware of the levels of observation required for the service users?
	
	
	

	26. Is there a clear view of all areas of the corridors and public areas to prevent ‘blind’ areas where attackers may hide?

	
	
	
	
	35. Are there areas for service users to see relatives which offer privacy?
	
	
	

	27. Is there a quiet area for service users to relax, away from noise / crowds?

	
	
	
	
	36. Is the furniture in communal areas comfortable and arranged in clusters rather than ranks to be more calming?
	
	
	

	28. Is lighting in all areas bright enough to illuminate, but not glaring and oppressive?

	
	
	
	
	37. Is the noise kept to a level conducive with relaxation and comfort? (Consider intermittent noise such as squeaky doors, rattling trolleys, staff talking etc.)
	
	
	

	29. Are the decorations (wallpaper, paint colour, pictures, plants, ornaments etc.) conducive to a relaxing environment?
	
	
	
	
	38. Are there regular activities provided for service users to relieve boredom?
	
	
	

	30. Are documents containing personal information (medical records, staff data etc.) secured away from service users and visitors?
	
	
	
	
	39. Are all dangerous implements (kitchen utensils, scissors, sharp objects etc.) secured away from service users and visitors?
	
	
	

	31. Do service users know where to get information on their care, condition, assistance and other enquiries?

	
	
	
	
	40. In outpatient type areas, is information available on expected waiting time, where to wait etc.?
	
	
	

	32. Is information provided by clear signage and door labels for toilets, bathrooms, dining room etc.?

	
	
	
	
	41. Are all staff trained to a suitable level in conflict resolution and / or management of violence?


	
	
	

	33. Is there a system in place for staff to summon assistance to manage a violent incident?

	
	
	
	
	42. Do reception staff have a system of summoning assistance to manage a violent incident?
	
	
	

	

	Summary of further actions including any outstanding from the last inspection:

Proposed corrective actions and target dates: (to be completed by manager.)

Inspection carried out by:                                                       Signature:

Reviewed by Trust Security Advisor:                                     Date:
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